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DNS SECURITY CONCERNS



DNS CHANGES CAN BE SLOW



TRACEABILITY



DNS AS A CODE 
WITH 
DNSCONTROL

• DNSControl
• Developed and supported by 

Stack Exchange team
• JavaScript based DSL
• Easy to follow syntax
• Comments help describe  

records



DNSCONTROL PROCESS









REDUCE DNS COMPLEXITY AND IMPROVE SECURITY



DNS PROVIDER RESILIENCE AND MIGRATION



USEFUL LINKS
Advice on Mitigating DNS Infrastructure 
Tampering

https://poshsecurity.com/blog/advice-on-mitigating-dns-
infrastructure-tampering

DNS Squatting with Azure App Services https://poshsecurity.com/blog/dns-squatting-with-azure-app-
services

Managing DNS with DNSControl, CloudFlare, 
DNSimple, GitHub, VSTS, Key Vault, and Docker!

https://poshsecurity.com/blog/managing-dns-with-dnscontrol-
cloudflare-dnsimple-github-vsts-key-vault-and-docker

My DNSControl Accelerator Package https://github.com/poshsecurity/DNSControl-Accelerator

Getting Started With DNSControl https://stackexchange.github.io/dnscontrol/getting-started

DNSControl Migration Guide https://stackexchange.github.io/dnscontrol/migrating

GitKraken (referral) https://www.gitkraken.com/invite/qgymoDwa
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