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Yes, its still relevant

● 1. FromTechnorati’s Top 100 blogs, 48 Are On 
WordPress.

● 74+ Million Sites Are Using WordPress
● According to W3techs, WordPress has 58.55% 

of the CMS marketshare — more than all other 
systems (eg, Drupal, Joomla) combined.

● 27% of the Internet is Powered by WordPress
● And its still growing ...



  

The Problem years ago

● WordPress never auto updates (still only 
updates minor versions)

● Hacked WordPress rarely get fullly cleared
● Nobody updates plugins/themes (still!)
● LOTS of different versions, distros, users, 

configs



  



  

And so a few while loops later ..

● Shell script to download, update the base 
wordpress
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And so a few while loops later ..

● Shell script to download, update the base 
wordpress

● Added API calls for version
● Added plugins via API



  



  



  



  



  

Restore Exploited



  

Exploited sites

● Admit defeat – you can’t find them all
● Move DocumentRoot away!
● Download fresh copy of files + plugins
● Check DB for extra admins

Check wp-config.php and upload folder
● Preventitive – setup fail2ban 

https://goo.gl/qN7abL



  



  

Other Tools

● Wp-cli http://wp-cli.org/
– Good for your own/managed servers!
– Easy to use
– Not good having to install on other peoples servers

● Connect to Wordpress.com
– Allows updating of plugins/themes
– Keeps track of stats

http://wp-cli.org/


  



  



  



  

Questions? Comments?

Liz Quilty

Rimuhosting.com
Upgrade script https://goo.gl/UQJvAy

Restore script https://goo.gl/HT9JVu

https://goo.gl/UQJvAy
https://goo.gl/HT9JVu
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